Abstract. An auction is an inevitable market mechanism to setup prices of goods or services in a competitive and dynamic environment. Anonymity of bidders is required to conceal their business strategies from competitors. However, it is also essential to provide the seller guarantees that a bidder is trustworthy and competent enough to perform certain tasks (e.g transports). This paper proposes an auction protocol where bidders will participate anonymously, yet prove to be trustworthy and competent and can be held accountable towards auctioneers and sellers. Moreover, the protocol introduces promises, bonuses and compensations to ensure the best price for the sellers, extra profit for bidders and opportunities for newcomers in the business. It also handles ties, and copes with last minute bidding. Finally, the auction's fair proceedings and outcome can be verified by everyone.
Introduction
The logistic management of a typical organization is an extension of the Supply Chain Management (SCM). SCM is the complete picture of planning, implementing and controlling of products or services across the business boundary to an extended environment composed of dealers, wholesalers, end-users and suppliers. It also includes management of transportation strategies (e.g. on-time delivery, reducing cost). Currently, organizations face numerous challenges regarding this issue. Hence, they are inclined towards outsourcing their transport activities to a fourth party organization 4PL
1 . These 4PL have short or long term contracts with third party organizations 3PL 2 and independent transport firms. The 4PL has to manage shipments within predefined time periods (e.g. 24 hours) through 3PL organizations or transport firms to meet the customers' demands. However, in a fast-paced dynamic and distributed setting, it is not sufficient to have short or long term contracts. The 4PL will also have to choose transport firms from open markets to cope with the specified scenario. Hence, auctions are needed to hire freelance transport firms from these markets. In such a setting, the anonymity of the transport firm 1 A Fourth Party Logistics provider (4PL) is a supply chain service provider that searches the best transport solutions for its clients, typically without using own assets or resources. 
